5542 %5 11 ) mofF ¥ W Vol.42 No.11
2021 F 11 A Journal on Communications November 2021

X HUHL 2 5 3] 7E M 4% N A=A <k B9 oz A

xFe 2, EEM Y, FiE, Mg, gL

(1. R EREERS G B TR, dbat 1000935 2. HEFRRABERF M4 28 204224 BE, dbat 100049)

O AR, HLA A S HORBW RO EU M S AR T R SRTILAS 2 SR AT i) e eyt AT
M LLARPUN BT Beete, B IE 5 704 Hh i 48 T 2 i AR B A R A R SIS 2 ) AR TR R U Atk
HEAT T T2 W5, TERA SR FNRAL I A0 f, 6T HUHLES 2% 23405 0 2% 22 4 T B 7™ U8 19 22 A b o b
RS by, B B 2 AN AR, RGN HAEEL TR Bl & S B RN T N AR Rl 34 ¢ i dso AR
e HE, HHIR T AEANZ AN A R LS 27 ST B B E A AR A R RN Bk ok, AR BTG B
P T M2 420k, IFCU AR LU RSB T IR fe)a, TR DR Al B, iRk
MR JETT I .

KRR AR TR APUEGT R

FESES: TNI2

XEKFRIRED: A

DOI: 10.11959/j.issn.1000—436x.2021193

Application of adversarial machine learning in
network intrusion detection

LIU Qixu'?, WANG Junnan'?, YIN Jie', CHEN Yanhui'?, LIU Jiaxi'*

1. Institute of Information Engineering, Chinese Academy of Sciences, Beijing 100093, China
2. School of Cyber Security, University of Chinese Academy of Sciences, Beijing 100049, China

Abstract: In recent years, machine learning (ML) has become the mainstream network intrusion detection system(NIDS).
However, the inherent vulnerabilities of machine learning make it difficult to resist adversarial attacks, which can mislead
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